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WW Leader in Networking Protocols
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Key Protocol Software 
Requirements

Portability Portability 
Optimize CPU and memory performanceOptimize CPU and memory performance
Facilitate modularityFacilitate modularity
ComponentComponent--level testabilitylevel testability
Development processes and toolsDevelopment processes and tools
•• Development productivityDevelopment productivity
•• Code qualityCode quality
•• MaintainabilityMaintainability
•• Remote debuggingRemote debugging

FlexibilityFlexibility
•• DistributionDistribution
•• ThreadingThreading

High AvailabilityHigh Availability
•• Fault toleranceFault tolerance
•• Hot Software UpgradeHot Software Upgrade
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Data Connection Architecture

System
Facilities
System
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Label Manager / Call Control
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Management Stub
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Asynchronous 
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KeyKey
Core Protocol Code (100% portable)Core Protocol Code (100% portable)
DCL API mapping (platform/OS)DCL API mapping (platform/OS)
Stubs (platform/OS)Stubs (platform/OS)

N-BASE

End Result:End Result:
•• ModularityModularity
•• FlexibilityFlexibility
•• ScaleScale
•• High AvailabilityHigh Availability
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Diagnostics

Diagnostics RequirementsDiagnostics Requirements
•• Code must be easy to debugCode must be easy to debug
•• Implementing diagnostics for a new NImplementing diagnostics for a new N--BASE development should BASE development should 

involve minimal/no additional effortinvolve minimal/no additional effort
•• Diagnostics should allow remote debuggingDiagnostics should allow remote debugging
•• Diagnostics should not impact performance in the fieldDiagnostics should not impact performance in the field

DCL DiagnosticsDCL Diagnostics
•• Problem Determination logsProblem Determination logs
•• IPS traceIPS trace
•• Memory diagnostics Memory diagnostics 
•• Internal traceInternal trace
•• FSM tracingFSM tracing
•• Memory dumpingMemory dumping
•• Memory verificationMemory verification
•• Memory checkingMemory checking
•• MoreMore……
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High Availability

Reduce effort to implement High Availability for each Reduce effort to implement High Availability for each 
protocol productprotocol product
High Availability == Fault tolerance with dynamic High Availability == Fault tolerance with dynamic 
state replication to a backup (or persistent memory)state replication to a backup (or persistent memory)
•• Stateful restartStateful restart
•• Warm standbyWarm standby
•• Hot standbyHot standby

Two key parts to High AvailabilityTwo key parts to High Availability
•• State replicationState replication
•• System Management System Management -- coordination of primary and backupcoordination of primary and backup

Hot software upgradeHot software upgrade
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High Availability Functional Overview 

System Manager manages the fault tolerant environment System Manager manages the fault tolerant environment 
transparentlytransparently
•• Creates backup process if requiredCreates backup process if required
•• Initiates replication proceduresInitiates replication procedures
•• Handles failoversHandles failovers

Product A (primary)Product A (primary) Product A (backup)Product A (backup)

System ManagerSystem Manager
MIB stubMIB stub

Create primary processCreate primary process

Create backup process Create backup process 

Product MIB requestProduct MIB request

Product A (backup) Product A (primary)

Become primaryBecome primary

Create new backup Create new backup 

New backup availableNew backup available

ReplicationReplication
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Distribution

Same underlying mechanism as for fault toleranceSame underlying mechanism as for fault tolerance
•• Locations and location groupsLocations and location groups
•• Inter Location Transport (ILT)Inter Location Transport (ILT)
•• Hardware ManagerHardware Manager

Permits distribution of NPermits distribution of N--BASE components across BASE components across 
multiple processors or cardsmultiple processors or cards
•• PerformancePerformance
•• Data localityData locality

Distributed system can be fault tolerant alsoDistributed system can be fault tolerant also
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Hot Software Upgrade

Run upRun up--level of software in backup location, level of software in backup location, 
then initiate a failoverthen initiate a failover
•• Similarly for Hot Software DowngradeSimilarly for Hot Software Downgrade

Requires translation of Requires translation of IPSsIPSs between the between the 
(down(down--level) primary and (uplevel) primary and (up--level) backup level) backup 
locationslocations
•• Processes implement translation modules for replicated CBsProcesses implement translation modules for replicated CBs
•• UpUp--level always does translationlevel always does translation
•• Often translation is not required at all!Often translation is not required at all!
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Conclusion

DCL has a uniquely successful networking DCL has a uniquely successful networking 
protocol solutionprotocol solution
•• Well proven business and software modelsWell proven business and software models
•• Portable, modular & open architecturePortable, modular & open architecture
•• Effective tools and diagnosticsEffective tools and diagnostics

Which allows system vendors to focus onWhich allows system vendors to focus on
•• Application accelerationApplication acceleration
•• Platform rePlatform re--useuse
•• Time to marketTime to market
•• Engineering efficiencyEngineering efficiency
•• Product differentiationProduct differentiation
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Elements of a Solution

Isolation layer: The NIsolation layer: The N--BASE APIBASE API
•• Protocol code never makes OS callsProtocol code never makes OS calls
•• Implementation under API can change from platform to platformImplementation under API can change from platform to platform

Asynchronous interfacesAsynchronous interfaces
•• As easy to write as synchronous interfacesAs easy to write as synchronous interfaces

Component modularity for reliability and distributionComponent modularity for reliability and distribution
Flexible scheduling for any threading modelFlexible scheduling for any threading model
•• Including efficient use of timersIncluding efficient use of timers

PerformancePerformance
•• Code is optimized for OS when actually compiled in a production Code is optimized for OS when actually compiled in a production buildbuild

DiagnosticsDiagnostics
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Asynchronous Message Passing

Asynchronous IPSAsynchronous IPS** interfaces between Ninterfaces between N--BASE BASE 
processesprocesses
•• Allows distribution between OS processes or hardwareAllows distribution between OS processes or hardware
•• Can be mapped to synchronous if desiredCan be mapped to synchronous if desired

Implemented with pointer assignment and callImplemented with pointer assignment and call--back back 
functionsfunctions
•• Sender calls a process, passing in pointer to messageSender calls a process, passing in pointer to message
•• Message is put on Message is put on ““queuequeue”” of target processof target process
•• NN--BASE schedules target process, and calls its receive proc BASE schedules target process, and calls its receive proc 
•• No memory copies or context switchesNo memory copies or context switches
•• Performance identical to function call APIsPerformance identical to function call APIs
•• Allows prioritization and flow controlAllows prioritization and flow control

Can be replaced with OS messaging if desiredCan be replaced with OS messaging if desired
•• No assumptions about location of destination process (distributiNo assumptions about location of destination process (distribution)on)

*IPS= Inter Process Signal
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Scheduling 

Work enters the NWork enters the N--BASE in the form of an IPSBASE in the form of an IPS
•• Stub builds IPS and sends to target process Stub builds IPS and sends to target process –– IPS is queuedIPS is queued

NN--BASE scheduler is called by external codeBASE scheduler is called by external code
•• NN--BASE calls back those processes that have work to do (receive prBASE calls back those processes that have work to do (receive procedure)ocedure)

Provides total control over how much work the NProvides total control over how much work the N--BASE doesBASE does
•• Work can be prioritizedWork can be prioritized

Allows for any threading modelAllows for any threading model
•• Multiple threads, multiple processorsMultiple threads, multiple processors
•• Multiple threads, one processorMultiple threads, one processor
•• Just one thread doing all work in the systemJust one thread doing all work in the system

No assumptions on where NNo assumptions on where N--BASE processes are BASE processes are 
•• Hence allows distributionHence allows distribution
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Performance (Memory Manager)

Message passing and NMessage passing and N--BASE API do not impact BASE API do not impact 
performanceperformance
Implementation of NImplementation of N--BASE memory manager can BASE memory manager can 
improve performanceimprove performance
•• In comparison with direct passIn comparison with direct pass--through to OSthrough to OS

Default memory manager implementation allocates Default memory manager implementation allocates 
large memory blocks from OSlarge memory blocks from OS
•• Blocks then subdivided and allocated to processesBlocks then subdivided and allocated to processes
•• Controls frequency of requests to operating systemControls frequency of requests to operating system

–– Lots of small requests from a process results in few calls to thLots of small requests from a process results in few calls to the OSe OS
•• Reduced memory fragmentationReduced memory fragmentation

–– Separate storage pools for buffers and control blocks Separate storage pools for buffers and control blocks -- buffers have short lifetimesbuffers have short lifetimes

Also allows for rich memory diagnostics for debugging Also allows for rich memory diagnostics for debugging 
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Performance (Buffer Management)

IPS is just a CIPS is just a C--structurestructure
•• Default implementation of NDefault implementation of N--BASE is to allocate a piece of memory BASE is to allocate a piece of memory 

to hold an IPS to hold an IPS –– a buffera buffer

Buffer memory has different characteristics Buffer memory has different characteristics 
to normal memoryto normal memory
•• Transient natureTransient nature
•• Allocated and freed more quicklyAllocated and freed more quickly
•• Use to pass data received on the wire into (and out of) the NUse to pass data received on the wire into (and out of) the N--BASEBASE

–– Memory copies should be avoided!Memory copies should be avoided!

Solution:Solution:
•• Separate NSeparate N--BASE APIs for IPS buffers and normal memoryBASE APIs for IPS buffers and normal memory
•• IPS buffers have separate IPS buffers have separate ““controlcontrol”” and and ““datadata”” partsparts
•• Products only access Products only access ““datadata”” part through wellpart through well--defined macrosdefined macros
•• Allows for nonAllows for non--contiguous memory, and different types of memorycontiguous memory, and different types of memory
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